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Why craft packets

To evaluate:
 Behaviour (and security)
e Performance

of software, hardware, and their
configuration



TCP Header Format
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01234567890123456789012345678901
Lt e e e e e e et L L L e e e e e e e L L e e e e e e ot S S T T BT
| Source Port | Destination Port |
Lt e e e e e e et Tt Lt e e e e e T S S S L EE ST EL e Tt o Ot ot T T EL B
| Sequence Number |
R s et L e e e e  E  at Tl (E St e St
| Acknowledgment Number  Control Bits: 6 bits (from left to right):
R e et e e S e e e e e st ol (B Sl B
| Data | |UIA|P|R[S|F| URG: Urgent Pointer field significant
ACK: Acknowledgment field significant
PSH: Push Function
RST: Reset the connection

SYN: Synchronize sequence numbers
| Checksum | Yz9¢  FIN: No more data from sender

t-t—t—t—t—t—t-t—F—t—t—F -ttt -ttt -+ —+-

| Offset| Reserved |R|C|S|S|Y|I]| W
I I |IGIK|IH|T|N|N|

t-t—t—t—t—t—t-t—F -ttt -ttt -ttt -+ —+-

| Options | Padding |

t-t—t—t-t—t—t-t—t -ttt -ttt -ttt -ttt -ttt -ttt —t-+—+-+-+

from https://tools.ietf.org/html/rfc793
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-Or example

from scapy.all import *
from random import randint
# Create the skeleton of our packet
template = IP(dst="172.16.20.10")/TCP()
# Start lighting up those bits!
template[TCP].flags = "UFP"
# Create a list with a large number of packets to send
# Each packet will have a random TCP dest port for attack obfuscation
xmas = []
for pktNum in range(9,100):
xmas .extend(template)
xmas [pktNum][TCP].dport = randint(1,65535)
# Send the list of packets
send(xmas)

https://thepacketgeek.com/scapy-p-08-making-a-christmas-tree-packet/
https://en.wikipedia.org/wiki/Christmas_tree packet



https://en.wikipedia.org/wiki/Christmas_tree_packet

from scapy.all import *

from random import randint

# Create the skeleton of our packet

template = IP(dst="172.16.20.10")/TCP()

# Start lighting up those bits!

template[TCP].flags = "UFP"

# Create a list withg large number of packets to send

# Each packet will h@gvVe a random TCP dest port for attack obfuscation
xmas = []
for pktNum in range®,100):
s.extend(templgte)

s[pktNum][TCP] fdport = randint(1,65535)

- use “For” loops for parameter
sweeping.



Example goal spec

<@ tcp.URG &&
tcp.PSH &&
tcp.FIN @>



Goal

Declarative style: use formulas

o1.C

| ' d Sty‘ e.

parameter sweeping.



Why make it declarative”’

* |Improved readabllity, convenience.
* Better compositionality of specs.

o EXplore opportunity for better
automated support.

* Explore use of tools to provide such
support.



Packets as formulas

601 00 00 00 20 64 00 19501004554802(%
08 00 00 00 60 00 80 00 01 50 20 00 02 00 00 29
00 60 00 80 80 04 20 23 00 11 00 Od 85 42 00 10
24 00 41 02 04 00 08 44 02 42 00 02 50 40 00 04

0800 64 10 0c 8120 40 010400200020 c4 04 | — V V V V V v
0830 05 80 04 02 04 02 21 40 00 40 04 00 20 11 — 1 2 V3 V4 V5 N

00 10 80 00 0a 00 02 00 00 00 10 24 00 00 00 80
@01 47 00 00 10 08 00 00 40 1504 41 00 10(3

& V2 =64 00 19 50 10 04
& V3 =65648 10207

=
]
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Vo| = 48
32
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Packet formats as formulas

01 01 00 00 00 20 64 00
08 00 00 00 60 00 80 00
00 60 00 80 80 04 20 23
24 00 41 02 04 00 08 44
08 00 64 10 Oc 81 20 40
08 30 05 80 04 02 04 02
00 10 80 00 0a 00 02 00
34 08 10 84 a2 a2 04 00
00 0147 00 00 10 08 00

1950 10 04 55 48 02 07
01 50 20 00 02 00 00 29
00 11 00 0d 85 42 00 10
02 42 00 02 50 40 00 04
0104 00 20 00 20 c4 04
21 40 00 40 04 00 20 11
00 00 10 24 00 00 00 80
d0 01 00 86 38 40 02 80
00 40 1504 41 00 10 02

= V1'V2'V3'V4'V5 Vﬂ

& V1 e P+

&VnEPn



(Symbolic) Packet Packet Format

pckt = Vi-Vo-V3-VaVs - Vi ockt = V1-Vo:V3-Va:Vs - Vi,
& V1 =010100 00 00 20 & P1(V1)
& V2 =64 00 19 50 10 04 &

& V5 = 55 48 02 07 & Pn(Vn)



Encapsulation




Front-end tool

Architecture

[ J

(2)Bitvector

(1)Packet

constraints

constraints

Packet Stack Model



ipvé.
ipvé.
ipvé.
ipvé.
ipvé.
ipvé.
ipvé.

Translation

version = 4 &&

source_address = ipv4.ipv4_address "10.10.10.[55-60]" &&
source_address = ipvé4.destination_address &&
internet_header_length = 5 &&

total_length = 170 &&

TTL = 5 &&

protocol = ipv4.protocol_ip_in_ip



lranslation
ipva.version = 4(EE




Distinguished
constant

Interpreted
constant

Literal

ipvd.version = 4




ipv4.protocol = ipv4.protocol_ip_in_ip

Interpreted
to literal




Custom map to
expr+constraint

ipv4.source_address ’ .ipv4_address "10.10.10.[55-60] " J&é




use
use

eth

eth = new ethernet(184u)
ip = new ipv4(180u)

.constrain <@ ethernet.source_address

ethernet.mac_address "[1-5,10]:34:56:78:90:*"

&% ethernet.ethertype = ethernet.ethertype_ipv4d @>

ip.constrain <@

@>

ipvé.
ipvé.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.

version = 4 &&

source_address = ipv4.ipv4_address "10.10.10.[55-60]" &&
source_address = ipv4.destination_address &&
internet_header_length = 5 &&

total_length = 170 &&

TTL = 5 &&

protocol = ipvé4.protocol_ip_in_ip




As bitvector formulas: ethernet

(let ((al!l (concat (concat (concat (concat rangeO #x34) #x56) #x78) #x90)))
(let ((a!2 (=> (not (= src mac (concat al!l wildl))) false)))
(and (=> (= src mac (concat al!l wildl)) (= ethertype #x0800))
al2
(or (= range0 #x0a)

range0 #x01)
range0 #x02)
range0 #x03)
range0 #x04)
range0 #x05)))))

P U S Y e U e U s



Help

How to Influence the

distribution of models”



From earlier

from scapy.all import *

from random import randint

# Create the skeleton of our packet

template = IP(dst="172.16.20.10")/TCP()

# Start lighting up those bits!

template[TCP].flags = "UFP"

# Create a list with a large number of packets to send

# Each packet will have a random TCP dest port for attack obfuscation

for pktNum in range(9,100):

CP].dport@= randint(1,65535)
# Send the list of packets

xmas [ pktNum
send(xmas)




Feedback anad
oull-requests welcome.

http://github.com/niksu/kneecap



